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Theme  
Meeting energy security requirements in federal 
facilities provides opportunities for additional types 
of cooperation between utilities and the federal 
agencies.  
However, there are significant barriers to pursuing 
these opportunities – constraints on utilities and on 
federal agencies, as well as sometimes-competing 
objectives. 



Energy security encompasses sufficiency, surety, and 
sustainability.  
 Above all, energy security means having adequate 

power to conduct critical operations for the duration 
required (sufficiency).  

 Secondarily, and leading to sufficiency, is ensuring 
resilient energy supplies that are accessible when 
needed (surety).  

 Finally, the energy supplies must present the lowest life 
cycle cost, while considering all statutory requirements, 
as well as the impact to operations, community, and 
environment (sustainability) 
 



Requirements for Energy Security in Federal Facilities 
 Maintain critical loads during grid disturbance/outage 
 Mission assurance during extended grid outage 
 Reduce reliance on vulnerable energy supply infrastructure 

and on foreign energy sources 
Federal component and also a U.S. national interest 
component 
 Contribute to national energy policy objectives 
 Have federal facilities available to assist during extraordinary 

situations (DHS/FEMA, DOD, etc.)  
Energy security should be integrated with physical 
security, cyber security, intrusion detection & situational 
awareness, etc. – silo’ed scopes are not efficient 



RED: Extended outage or widespread 
threat (natural disaster or attack) 
YELLOW: Grid is “shaky,” possible 
short duration outages or load 
shedding 
GREEN: Normal operations. Meeting 
Federal energy efficiency, greenhouse 
gas emission, and fossil fuel use 
requirements. This is the space in 
which most UESCs operate.  
 

Note that “Net Zero” as conventionally defined doesn’t necessarily address 
energy security for YELLOW or RED CONOPS 
 
 



 It is being defined a little 
differently at present 

 Net Zero on an annual basis 
doesn’t provide for operational 
energy security if the grid is 
down 

 In an emergency, non-critical 
loads should be curtailed. This 
is often not an element in Net 
Zero design calculations. 

 Need to recognize the utilities’ 
role – and costs – as half the 
Net Zero partnership. (e.g., 
mortgages could be Net Zero to 
the bank, but they still charge 
you interest) 

 Army task force to re-define Net 
Zero in terms of mission 
 
 
 

 



 Renewable energy – mostly as-available 
◦ Solar – PV and thermal 
◦ Wind 
◦ Biomass 

 Microgrid 
 Energy Storage 
◦ Batteries 
◦ Flywheels 
◦ Thermal storage 
◦ UPS 

 Advanced controls and sensors 
◦ Advanced meters 
◦ Energy management systems 
◦ Progressive autonomy  
◦ Improved situational awareness 



 Load relief, reserve support: distributed generation, 
storage, controls (e.g., demand response) 

 Reactive power management (VAr supply from DG, 
renewable energy, inverters, energy storage) 

 Buffer variability from as-available energy sources 
(dispatch of energy storage) 

 Help utilities determine the present amount of RE on 
the system to better determine operating reserve 
requirements (metering and advanced sensors) 

 Facility or Energy Services Provider (ESCO) can 
participate in electricity and ancillary services markets 
(microgrid dispatch) – additional value proposition for 
performance contracting? 
 



 Utility needs immediate, assured, and confirmed 
response from facility 

 Facilities must be wired with separate circuits and 
controls   to be able to shed non-critical loads 

 Value of reserve support to utility must be weighed 
against obligation and cost to serve the facility.  
◦ Performance-based rates (e.g., reliability metric)? 
◦ Must look at structure of electricity market/ISO  



 Explaining √ -1 
 Sometimes a VAr is worth more than a kW 
◦ Constrains kW production 
◦ Constrains kW delivery 
◦ Slower ramp up rate to supply VArs 

 Volt-VAr control needed for islanded microgrids 
◦ Capacitors and compensators 
◦ Inverter power factor control 

 What is the value to the utility of the facility’s being able 
to supply VArs (or reduce demand for VArs)?  





 Buffer variability 
(e.g., energy 
storage) 

 Monitor amount 
of PV (or other 
as-available 
resources) 
actually on the 
power system 

 Better estimate 
operating reserve 
requirements, 
manage unit 
commitment 



 Facility or Energy Services provider (ESCo) might be 
able to participate 

 States franchise utilities: Who is a utility? 
  Does behind the meter generation and/or dispatch 

control make the ESCo and/or the facility a utility 
requiring state franchise? 

 Energy Lawyers and Contracting Officers Working 
Group (Julia Kelley, ORNL & Linda Collins, GSA) has 
developed draft templates for URESC agreements. Can 
these principles be applied  to ancillary services and 
arbitrage?  



Can we quantify value propositions and identify new 
revenue streams to help pay for energy security in a 
budget-constrained period? 
 Energy-centric rates, performance metrics, service contracts : Need 

to recognize – and pay for – the value of reactive power & the time-
varying value to the utility of energy 

 Large government facilities may have already negotiated low 
electricity rates that don’t provide for VAr and kW support, and 
renegotiating part of the tariff may open up all 

 Utility needs quick, assured, verified response – who has priority 
control of facility’s DER? 

 Remember how you measure energy use: 
 a)   b)       c) 

 
 
 
 



Contracting / FAR & Franchise Issues 
 UESC funded from performance improvements, but Energy Security 

may be justified for mission assurance and funded with 
appropriations (capital budget): Need to blend 
operational/performance and appropriated funds (Energy Lawyers 
and Contracting Officers can discuss that this afternoon.) 

 State Regulations:  
no common  
requirements or 
 approach 

 



Technical 
 Let’s get the CONOPS right:  

 “If a raccoon can do it, a terrorist can.” -ASA Hammack 
 Cyber security and comm link: Utility-federal facility 

communications links (to monitor or to enable fast-response 
control) can introduce cyber vulnerability: Need to upgrade 
SCADA, agree on cyber security standards, tests, protocols  
◦ Biloxi AFB spends $500k with Mississippi Power to install 

“smart” meters it can’t read because of non-conformance with 
DoD CS requirements 

◦ Stuxnet, Telvent 
 “Microgrid”: Microgrids with DG and storage are a “new” and 

very different entity on a utility system:  
◦ System study for interconnection and protection coordination 

can be very complex and one-off.  
◦ Is standardization of design and controls possible? 

 
 

 



 Stage 1 –  No back up power like most homes and businesses  
 Stage 2 – Generator and/or UPS  dedicated to individual building 

or device 
 Stage 3 – Connect buildings/devices along distribution feeder: 

share generators and have more than 1 generator available to 
power critical loads – the microgrid is born ! 

 Stage 4 – A more advanced microgrid makes it feasible to use 
additional distributed energy resources to conserve fossil fuel: 
Renewable energy – wind, solar thermal & PV, landfill gas, biofuel 
 Energy Storage (thermal and electrical) 
Demand response to reduce load served while islanded (separate 

critical and non-critical loads) 
 Energy efficiency to reduce load served while islanded 

 The microgrid actively controls the network for better reliability, 
especially when physical or communication systems are 
damaged or attacked 

 



Critical 
Loads  

Non-Critical 
Loads 

Housing 

Energy Loads 
Electric Vehicles 

(Charging & Storage) 
Wind Solar 

Distributed Generation 

On-Site Peaker 

CHP 

Installation or Regional 
Networked Energy 

Operations Center (NEOC) 

Distributed 
Generators 

Storage 

Installation 
Utility Grid 
Interface 

Sub Station 

Transformer 
Vault (HTV) 

Energy Demand 
Driving Information Utilities – Energy 

Providers 

Purchase/Demand Response/ 
Stability Support 
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Clients 

Servers 

Dedicated connectors required to 
pass data between applications 

All clients and applications have 
single connection to middleware 



Additional  
Cooperation 

 Load relief, reserve 
support 

 Reactive power 
management 

 Improve utility’s 
situational 
awareness 

 Energy and 
ancillary services 
markets 
 

 

Technologies 
 Distributed 

generation 
 Energy storage 
 Renewable 

energy 
 Controls, 

sensors, 
communication 

 Microgrids 

Challenges/Barriers 
 Design - address 

CONOPS 
 Tariff alignment – earn 

value for legitimate value 
propositions 

 Communications link 
introduces CS threats 

 Blending operational and 
appropriated funding 
under FAR 

 State utility franchise 
requirements 

 Non-standard, one-off 
system architectures do 
not adequately provide for 
legacy equipment, 
common operating 
platform, known 
interconnection 
requirements 
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