AMMTO Peer Review

Manufacturing Digital Transformation

Smart Manufacturing and Cybersecurity for Manufacturing

AMMTO Mission: Advance energy-related materials and manufacturing technologies to increase
domestic competitiveness and build a clean, decarbonized economy.

AMMTO Vision: A competitive U.S. manufacturing sector that accelerates the adoption of innovative
material and manufacturing technologies in support of a clean, decarbonized economy.

AMMTO Approach: To catalyze, accelerate, and diffuse advances in a broader community, such as
through innovation ecosystems.
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Digital Transformation Imperative for Manufacturers

8/4/2023

Smart Manufacturing

Cybersecurity for

Manufacturing

DIGITIZATION DIGITALIZATION DIGITAL TRANSFORMATION

The process of making information The practice of automating processes The process of deploying new enterprise-wide
available, accessible, and interoperable in through digital models applications and solutions for making better H PC f
a right digital format decision through automating both or

engineering and business processes through Ma N ufa ctu ri nge
digital models -

enables modernization of American workforce - new jobs, skilled workforce
key to building a strong, vibrant, and competitive U.S. Manufacturing

key to smart manufacturing and enabling cybersecurity for manufacturing &
supply chain.

holds great promise to help improve the safety, productivity, efficiency and
sustainability of energy systems?.

2 1. INTERNATIONAL ENERGY AGENCY - https://www.iea.org/reports/digitalisation-and-energy
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Digital Transformation Imperative for Manufacturers

=" |ncluding many crosscutting
technologies

* Convergence of computing,
communication, and smart
Sensors

 An OS for industrial internet -
Platform for CPS for

Robotics and automation

Data analytics 60%
Internet of Things (loT) platform 39%
Additive manufacturing ”
Cloud computing
Artificial intelligence/machine learning/cognitive computing ”
Advanced materials 23%
Digital twin 16%
manufacturers plan to

5G connectivity m

manufacturing
e Standards and Protocols

* The U.S. economy is digitalizing
at an extremely rapid pace and
create new jobs and job
transition1-2.

1.
2.
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focus on a range of
technologies to increase
operational efficiencies

Augmented/virtual reality
High-performance computing m

edge computing [IEEY 2020 manufacturing industry
Quantum technology m outlook, Deloitte Survey
Blockchain [

O*NET 27.2 Database at O*NET Resource Center (onetcenter.org) The Occupational Information Network

https://www.weforum.org/reports/the-future-of-jobs-report-2020/



https://www.onetcenter.org/database.html#individual-files

Development of a National Plan for Smart Manufacturing

DOE Sponsored Study at the National Academies of Science, Engineering, and Medicine (NASEM)

1) Energy Act of 2020: Section 6006

The National Academies of

SCIENCES * ENGINEERING * MEDICINE

Workshops convened national
experts to inform the National Smart
Manufacturing Plan*

1. State of the art smart manufacturing and
future directions and needs [Feb. 6, 2023]

2. Education, training, and workforce needs
for smart manufacturing_[Feb. 28, 2023]

3. Broader impacts of smart manufacturing
[Mar. 7-8, 2023]

https://www.nationalacademies.org/our-work/options-for-a-national-plan-for-smart-manufacturing
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Key Dates/Targeted Milestones
Winter 2023: NASEM workshops
Spring 2023: NASEM drafts report

Spring 2023: DOE begins internal coordination Summer 2023: DOE begins
drafting plan

August 31, 2023: Public Release of NASEM Smart Manufacturing Report
January 31, 2024: DOE completes the DRAFT version National Plan for
Smart Manufacturing

May 31, 20224 DOE Completes the National Plan

2) Bipartisan Infrastructure Law: PART II-Smart Manufacturing:
(working closely with MESC)

* Sec. 40533. Leveraging smart manufacturing
infrastructure (High performance computing)
at National Laboratories.

* Sec. 40534. State manufacturing leadership.



https://www.nationalacademies.org/event/02-06-2023/workshop-on-state-of-the-art-in-smart-manufacturing
https://www.nationalacademies.org/event/03-07-2023/workshop-on-the-broader-impacts-of-smart-manufacturing
https://www.nationalacademies.org/event/03-07-2023/workshop-on-the-broader-impacts-of-smart-manufacturing
https://www.nationalacademies.org/event/03-07-2023/workshop-on-the-broader-impacts-of-smart-manufacturing

Digital Transformation of Manufacturing Enterprise System
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OFFICE OF ENERGY EFFICIENCY & RENEWABLE ENERGY

U.S. DEPARTMENT OF ENERGY

requirements



CESMII R&D Projects Portfolio

H.T!;_----i- ) [}

Thermal Injection Y Supply Chain &
Treatment Molding Warehousing

https://www.cesmii.org/projects/
8/4/2023
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Digital Transformation — Cybersecurity for Manufacturing

Smart Manufacturing

Cybersecurity for

Manufacturing

DIGITAL TRANSFORMATION

The process of deploying new enterprise-wide
applications and solutions for making better H PC fOI'

decision through automating both
| engineering and business processes through Manufacturing

digital models

DIGITIZATION DIGITALIZATION

The process of making information The practice of automating processes
available, accessible, and interoperable in through digital models
a right digjtal format

INTERNATIONAL ENERGY AGENCY - https://www.iea.org/reports/digitalisation-and-energy

7 1.
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Digital Transformation— Cybersecurity for Manufacturing

= Cyber security for manufacturing
* secure automation and control, resilient digital supply network

* Address Cyber vulnerabilities enumeration and disclosures (CWE/CVD) in
industrial control systems?

= Convergence of Computing, Communication, Sensor Technologies and hyper

connectivity
 Need a strong computing infrastructure - Edge, Cloud, and HPC computing

= Close collaborations among AMMTO investments
 CESMII, CYMANII, and MDF

= |[mplementing of smart and cyber secure manufacturing requires many types

semiconductor chips
* sensors, edge devices, wireless communication chipsets, 5G, sighal processing and
Image processing chips, Al/ML chips * hitps:/ /owe.mitre.org/

8/4/2023 https://www.cve.org/
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https://cwe.mitre.org/

Our Investment in CYMANII and the Approach

CYBERSECURITY

CYM/ NIl | MANUFACTURING

ROADMAP

Secure the digital thread Secure. TOGETHER Create a cybernfomed
workforce

Partner with U.S. Industries

Eliminate Attacks / Increase CyManll-sealed training on OT /ICS
Resiliency All UT students and members

MFG + Energy + Security

Create defensive-oriented
architectures
Create cyber-physical passports

FLLY Enp
o %,
§
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CYMANII 7 ...SECURING THE JOBS AND
9 ¢ 27/ INDUSTRIES OF THE FUTURE

Y &
2 o
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the cybersecurity
‘ \ manufacturing
innovation institute

PROTECTED RIGHTS NOTICE Pages iv-viii, 29-31, 32-53, 54-68, 98-108 of this document contain
protected data that was produced under Agreement No. DE-EE0009046 with the U.S. Department
of Energy. This data may not be published, disseminated, or disclosed to others outside the
Government until 5 years after development of information under this Agreement, unless express
written authorization is obtained from the recipient. Upon expiration of the period of protection
set forth in this Notice, the Government shall have unlimited rights in this data.

UTSA is a Minority Serving Institution - have opportunity to unlock massive workforce gains in a traditionally underserved population
8/4/2023 9
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THANK YOU
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